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SELECTED CUSTOMERS

Founded in 2005, serving leading enterprises 
worldwide

How we help our customers:

• Securing Storage & Backup 
[StorageGuard]

• Govern and Manage IT Recoverability 
[RecoveryGuard]

Il NIST (National Institute of Standards and Technology) che fissa gli standard di sicurezza per il 

Dipartimento di Stato USA  ha incaricato il CTO di Continuity, Doron Pinhas, per redarre la guida di 

sicurezza delle infrastrutture di storage come co-autore. 

Disponibile a questo link: https://csrc.nist.gov/publications/detail/sp/800-209/final

https://csrc.nist.gov/publications/detail/sp/800-209/final


Topmost Critical ICT Assets

Storage systems

• Store nearly all information assets

• Store data copies for rapid recovery
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The State of Storage Security Report by Continuity



“Ransomware attacks are targeting organizations’ network-attached storage (NAS) and backup storage devices.”
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Why StorageGuard

“Perimeter defenses can no longer protect organizations’ 
assets & data”

- NIST & MITRE, 2021 Cyber Resiliency Guide

Security Tool for Storage & Backup ICT Risk Management

“minimize the impact of ICT risk by deploying tools”, DORA 
2022/2554

How to meet Risk Management requirements for Storage & 
Backup ICT Assets?

How do you automate, validate, and enforce the Secure 
Configuration of your storage and backups?



Vulnerability Management and Secure Configuration 

for Storage & Backup Systems

• Built-in risk knowledgebase of security 

configuration best practices

• Vendor best practices, community-driven baseline requirements

• Ransomware protection, vulnerabilities and compliance checks 

• Configuration checks for Administrative Access, Authentication, 

Authorization, Audit Log, Data access, Services and Protocols, 

Isolation, ISO27001, CIS, NIST, DORA and more.

• Focus on storage and backup systems 

• Block, object, IP storage, storage network, data protection systems 

• Storage & backup management, VSAN, NAS, SAN, File Shares and 

more

• Custom checks

• Implement your own baseline checks



How It Works

©2023 – Proprietary and Confidential Information of Continuity Software

Collect Detect

Visualize & track

» Daily collection of configuration from all 

converged / storage / backup layers

» Non-intrusive  Read Only Credentials

» Agentless 

» On-Prem
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» Sends actionable alerts to appropriate 

teams

» Suggests remedial steps

» Integrates with existing management 

systems

Prescribe

» Single-pane-of-glass for ensuring 

security of storage environment

» Automatically reports on successful 

resolution of issues

» Analyzes configurations using a built-in 

risk detection engine

» Detects security misconfigurations and 

vulnerabilities



StorageGuard Risk Knowledgebase

Compliance with 

Standards
NIST, CIS, ISO, PCI DSS, DORA, 

HIPAA, STIG, NERC CIP, CSA CCM, UK 

CAF, MAS TRM, SNIA, …

Vendor Best

Practices
Dell EMC, IBM, Hitachi,

Brocade, Veritas, Pure, …

Security Baselines
Security configuration 
controls adopted by 
organizations

Security 

Advisories & 

Vulnerabilities

• Library of automated configuration checks

• Over 2500 built-in checks

• Regularly updated

• Based on four (4) primary categories

Security alerts, 

bulletins, CVE  

vulnerabilities and 

exposures



SERVICES
/ PROTOCOLS

Telnet, FTP, RSH, SSH,

Rlogin

NFS, CIFS (SMB) 

SNMP, NDMP, SMTP

RANSOMWARE 
PROTECTION

Vendor / industry best 
practices

Protection policies

AUTHENTICATION

AD / LDAP, Vaulting, 
Radius

Kerberos, MFA

Login & passwd
requirements

ADMINISTRATIVE
ACCESS

Management systems /
Apps

CLI / API / SMI-S servers

Automatic logoff, 
sessions

ENCRYPTION

At rest / In transit

Encryption level, FIPS, 
Hashes

Admin / User access, 
SSL/TLS

VULNERABILITIES

Storage CVE detection 

Approved versions

LEADING STANDARDS

ISO 27001, NIST, CIS
SANS

NYDFS, SEC, FFIEC,
HIPAA

FIPS, PCI DSS and more.

AUDIT LOG

Central Logging

Log Retention

Log Config and
Immutability

AND MORE…

Antivirus settings 

Time synchronization

And more…

AUTHORIZATION

Role configuration 

Restricted Admin access

Default accounts / 
passwords

SAN / NAS

Zoning and masking

CIFS and NFS access

Port config

VENDOR BEST
PRACTICES

Dell EMC, IBM, HP,
Hitachi

Cisco, Brocade, NetApp

Infinidat, Amazon, more…

THE RISK KNOWLEDGEBASE CATEGORIES

COVERAGE

o Block Storage Arrays

o Storage Switches

o Storage Management

o Storage Virtualization

o Data Protection Appliances

o Object Storage

o Storage Area Network (SAN)

o Server-based Storage (VSAN)

o Network Attached Systems (NAS)

o Backup Systems

o Software-Defined Storage

o HCI

o Cloud Storage



StorageGuard Support Matrix

SAN Arrays

❖ Dell EMC Symmetrix • VMAX • PowerMAX

❖ Dell EMC XtremIO • PowerStore

❖ Dell EMC VNX • VNX2 • Unity •  PowerVault ME

❖ NetApp FAS/AFF • cDOT • 7-mode • filer

❖ Hitachi VSP/USP • AMS • HUS • G-Series 

❖ IBM DS* •FlashSystem • IBM SVC • V7000/5000 

• Storwize • Spectrum Virtualize • Spectrum 

Accelerate • N-Series

❖ HPE XP • 3PAR* • Primera* • Nimble*

❖ Infinidat InfiniBox

❖ Pure • Huawei*

❖ Dell EMC VPLEX

❖ IBM SAN Volume Controller • Spectrum Virtualize

❖ NetApp FlexArray

❖ NetApp FAS/AFF • cDOT • 7-mode • IBM N-Series

❖ Dell EMC Isilon • PowerScale • VNX/2 • Unity

❖ Cohesity SmartFiles • HNAS* • HPE StoreEasy* • 

Infinibox • Pure • Huawei* • Nasuni*

❖ Hitachi Content Platform (HCP) • Scality*

❖ Dell EMC ECS • Cloudian HyperStore*  

❖ IBM Object Storage* • NetApp StorageGRID

❖ Brocade directors / switches •  OEM versions

❖ Cisco MDS • Nexus • OEM versions

❖ HP VirtualConnect / FlexFabric

Data Protection

Storage Network

Object Storage

Storage VirtualizationFile Storage & NAS

❖ Amazon Elastic Block Storage • S3 • Glacier

❖ Azure Blob / Disk Storage*

❖ Nasuni •  Zadara*

❖ NetApp Cloud Volumes ONTAP

Cloud Storage

(*) roadmap items ©2022 – Proprietary and Confidential Information of Continuity Software

❖ Dell EMC RecoverPoint • Dell EMC Data Domain • Dell 

EMC PowerProtect DD • Dell EMC Avamar • IDPA

❖ NetBackup • Commvault • HPE StoreOnce • Veeam  • 

Cohesity • Rubrik • Networker*

❖ IBM Spectrum Protect (TSM)
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Server-based SAN & HCI

❖ Dell EMC PowerFlex (ScaleIO / vxflex OS)*

❖ Dell EMC VxRail • VMware VSAN

❖ Nutanix* 

Storage Appliance

❖ IBM Spectrum Scale* • Hadoop Appliance* 

❖ Oracle ZFS* • Oracle Exadata storage* 



StorageGuard On-Premises Architecture 

Cloud Storage*
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Storage arrays
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Storage Management 
Servers 

(physical & virtual)

SSH (EMC/IBM) 
HTTP (HDS/HP/NETAPP)

• SSH (Unix)
• WMI/WinRM (Windows)

• SSH to CLI proxy (VMAX / XIV / 3PAR)

• SSH (V7000 / SVC / DataDomain / Isilon / 
RecoverPoint)

• HTTPS (Hitachi / VPLEX)

• ZAPI (NetApp)

SSH / HTTP / Rest
• Cisco MDS CLI

• HP vConnect CLI

• Brocade CLI

• BNA Rest API

• OS and vendor commands 
/ queries
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Master Server:
• Windows VM
• CS software

3
Scale-out 
collectors 
(optional)

…

12/18/19

All executed commands are strictly read-only
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SAN switches



Dashboard di StorageGuard



Labels map the finding to associated guidelines of information 
security standards, regulator guidelines, vendor guidelines, CIS 
Implementation groups (IG), NIST baselines and related threats 

Come StorageGuard presenta un rischio: Pericolosità, Descrizione, Impatto, Risoluzione



Strumento da utilizzare in sede di Audit

Pass Count Fail Count



Storage/Backup Asset Inventory



Grazie


